Mamarka nusa poauresien «besonacusiii Uurepuer»

Veaowcaemvie pooumenu! Ecau éawu demu nonvzyromces Uumepnemom, Beoi,
0e3 comHeHus, Oecnokoumecb O MOM, KAK yOepeub Uux om HenpusimHocmel,
KOmMopvle Mo2ym noocmepezams 8 nymeulecmseuu no 3momy oKeamy uHgopmayuu.
3nauumenvHoe pacnpocmpaneHue Mamepuanos, NPeOHA3HAYEHHbIX MOJbKO 0
83DOCIbIX UL HeNpUuemiemMblx 01 0emell N0 KaKou-1ubo opyeou npudune, Moxcem
Jle2cKo npugecmu K HenpusimuuvlM nocieocmsusim. Kpome moeo, ¢ Cemu nepeoxo
gcmpeyaromcsi 100U, KOmopbule nelmaiomcsi ¢ nomowpvbio nmepuema ecmynams
KOHMAaKm ¢ 0emvMu, npeciedys onacuvie 0jisi pebeHKa uiu npomueonpagHsle Yeu.

Mepbl IpegoCTOPOKHOCTH
[ToGecenyiite ¢ nerbmu. IlepBoe, 4TO HEOOXOAUMO OOBICHUTD: HAXOXKICHUE
B MHTepHeTe BO MHOIOM HalOMHHAaeT NpeObIBaHHE B OOIIECTBEHHOM MECTE.
3HauuTEIbHAA YaCTh OMACHOCTEH, MOACTEPETAOIINX MOJIb30BATENSA, OUEHb CXOXKH
C PUCKOM, BO3HUKAIOIIUM MpU OOIIEHUH C Uy KUMU JIIOAbMHU. J[€TH JOJIKHBI YE€TKO
MOHMMATh: €CJIM OHM JIMYHO HE 3HAIOT YeJlOoBEeKa, C KOTOphIM obmiatorcs B Certw,
ATO PaBHOCUJILHO OOIIEHUIO C HE3HAKOMIIEM B PEaIbHOM KU3HH, UTO 3aMPEILCHO.

OcHoOBHBIE IPaBUJIA JAJIA poAUTe el
1. ByasTe B Kypce Toro, ueM 3aHuMarotcs Bamu jetu B Marepuere. [lonpocute ux
Hay4YuTh BAaC IMOJb30BaTbCAd PA3JMYHBIMA TMPUIOKEHUAMH, KOTOPHIMH BbI HE
IOJIb30BAJIMCH PAHEE.
2. Ilomorure cBOMM JIETAM IOHATH, YTO OHU HE JOJOKHBI pasmemiath B Cern
uHopmaro o cedbe: HoMep MOOUIBHOrO TenedoHa, JOMAITHUN aapec, HOMEp
IIKOJIBI, a TAK)Ke MOKa3bIBaTh (poTorpaduu (cBoM U ceMbu). Beap mobOoi uenoBek
MOXET 3TO YBUAETh U UCIIOIb30BaTh B CBOMX MHTEPECAX.
3. Eciin Bam peOGeHOK MmoiyyaeT craMm (HEeXeNaTeIbHYI0 JJIEKTPOHHYIO TOYTY),
HAIIOMHUTE €My, YTOOBI OH HE BEPUJI HATMCAHHOMY B TaKMX MHChMaxX U HU B KOEM
ClIydae He OTBEYaJl Ha HUX.
4. OOBSICHUTE JETAM, UTO HEJb3sl OTKPBIBATh (Dailyibl, IPUCIaHHBIE HE3HAKOMBIMU
TObMU. OTU (ailibl MOTYT coaep)kaTh BUPYChl WM (POTO-, BUIAECOMATEPHAIIBI
HEMPUCTOMHOTO WJIU arpeCCUBHOTO COJICPKaHMUS.
5. O0pscHHTE, YTO HEKOTOpPHIC JIIoau B VIHTEpHETE MOTYT TOBOPUThH HEMPABIy U
OBITH HE TEMH, 32 KOTO ceOs BbIAAIOT. JleTr HUKOT1a HE TOJKHBI CaMOCTOSITENIHHO,
0€3 B3pOCIBIX BCTPEUYATHCS C CETEBBIMH JIPY3bSIMH, KOTOPHIX HE 3HAIOT B PEAIbHON
YKU3ZHHU.
6. IlocTossHHO OOIIAWTECh CO CBOMMM JETHbMH, PacCKa3blBalTe, COBETYWTE, Kak
MPABWJIBHO MOCTYIIATh U PEarupoBaTh HA IEUCTBUA IPYTUX Jrojaen B IHTepHeTe.



7. HayuuTe cBOUX JieTel MpaBUILHO pearupoBaTh, €ciiu UX KTo-To obunen B Cetu
WIM OHU TOJTYYHJIN/HATOJKHYJINCh Ha arpeCCUBHBINA KOHTEHT. Pacckaxkute, Kya B
0/I00HOM ClTydae OHH MOTYT OOpaTUThCS.

8. VYOemutech, YTO Ha KOMIIBIOTEpE, KOTOPHIM TOJB3YIOTCS Balld JCTH,
YCTaHOBJICHBI U NIPABWJILHO HACTPOEHBI CPENICTBA (PHIIbTPALIUU.

[TomuuTe! OTH mpocThie MEphl, a TaKXKe JOBEPUTENIbHbIE Oecelbl C ACTbMHU O
npaBuiax padboTel B MHTepHETE MO3BOJSAT BaM YYBCTBOBATH C€0Sl CIIOKOIHO,
OTITycKasi peOeHKa B MO3HaBaTEIbHOE MyTeliecTBUE o BeceMupHoii cetu.

Yrpo3sl Cern

B Poccun npoxxkuBaer moutu 21 MuutnoH aeteil B Bo3pacte Ao 14 mer. U3
Hux 10 MWIIMOHOB akTHBHO ToJb3YyIOTCS MHTepHeToMm, uTo cocrtaBiser 18%
WHTEpHET-ayauTopun Hamed crpanbl. [lo manaeiMm PUmeTpuku, Tpu 4YeTBepTH
neteit nmonp3yroTces Cerblo camocrtositenbHO. [Ipu atom 39% nereit mocemaroT
nopHocaiTel, 19% nabmomaroT creHsl Hacuiusa, 16% yBiekaroTcs a3apTHBIMU
urpamu, 14% wmHTEpECYIOTCS HAPKOTHYECKUMU BEIIECTBAMU U ajkorojeM, a 11%
MOCEIIAI0T AKCTPEMUCTCKHE U HalMOHAMMCTHYeckue pecypcebl. Cozmaercs
BIICUATIICHUE, 4TO VIHTEpHET SBISETCS pPACCATHUKOM 3J1a M MECTOM OOWTaHUS
amopaibpHBIX Jonei. Ha camom jene Bce He Tak IJI0XO0, KaK MPEACTABISICTCS Ha
nepBeiil B3, B HTepHETE ecTh MHOTO MOyYUTeNbHON WH(GOPMAIUHU, CPEICTB
oOIIeHus1 U TOJIe3HBIX cepBHUCcOB. CeTh moJie3Ha yisi y4eObl, paboThl U MPOCTO B
KauecTBe pasBieueHus. Penkuii peOCHOK  CHENHAIbHO CTaHET HCKaTh
MIPOTHUBOIIPABHBIN KOHTEHT. Yallle BCETO HECOBEPIICHHOJICTHHUE TI0JIb30BaTEIIN
MOTIATAFOT Ha OIACHBIE CTPAHWYKH CIIy4aiiHO. MHOTOYHMCIICHHBIC BCILTBIBAOIINC
OKHA, HEBEPHO HCTOJIKOBAaHHBIC TTOMCKOBHUKOM 3aIlPOCHI, CCHUIKH B COIMATBHBIX
CETSAX - BCE ATO MPUBOAUT peOCHKA Ha calThl HeOe3omacHOTO cojaepkaHus. Ho
KakUMH OBl criocoO0aMH JIETH HHM TIOTaJIalld Ha «IUIOXHE» Pecypchl, pakT ocTaercs
(bakToM - B pe3yJIbTaTe OHU BCE PABHO 3HAKOMSITCS C OMTACHBIM KOHTEHTOM.

Kubep3anyrusanue

Bo Bce BpeMeHa B IKOJIBHOM COOOLIECTBE CYIIECTBOBAIM XYJIUTaHBbl,
KOTOpbIE CBOMMU JACUCTBUSMU JTHOOMIN MPUUYUHATH HEY100CTBA U AUCKOMDOPT
JIpYTUM yueHuKaM. biarogapst HayyHOMY MPOrpeccy Ternepb BOBCE HE
00513aTeIbHO OBITh CHJIBHBIM M HArJIBIM. JJ0CTaTOYHO MPOCTO XOPOLIO YMETh
M0JIb30BaThCs KOMIBIOTEPOM. Knbepxynmuransl 3aHUMAIOTCS TEM, YTO U3BOJIAT,
YHIIKAIOT, CTaBSAT B HEYZOOHOE MOJIOKEHUE, TOCAXKIAI0T WIH MPOSBIISIOT HHOE
Bpax1eOHOE NOBEJCHHE 110 OTHOLIEHUIO K IPYroMy peOeHKY, UCTIOIb3YS JUIs
sTOoro MHTEpHET, MHTEPAaKTUBHBIE U LU(POBBIE TEXHOJIOTUN UM MOOUIIbHBIE
TenedoHbl. OTINYne TaKOW JeTENbHOCTH OT OOBIYHOM HIKOJIBHOM TPaBIM COCTOUT



B TOM, UTO KHOeprpecae0BaHie He BCErla HAIIPaBJIeHO MPOTUB CJIa00 KEepPTBHI.
AHOHUMHOCTH B CeTH MO3BOJIACT JOCAIUTh JTIOO0MY, JaKe 3HAYUTEIIBHO OoJiee
CHIbHOMY (PU3UYECKU IPOTUBHHUKY. ECTh Macca pa3muyHbIX CIIOCOOOB UCTIOPTUTH
KU3HB J)KepTBe. BOT cambie MOy IsipHbIE U3 HUX:

* OTIIPaBKa rPyOBIX WM YTPOKAIOIIUX COOOIIEHU, S3JIEKTPOHHBIX MHCEM,
M300paKEeHUI, BUJIEOPOJIMKOB U MTPOUYUX MATEPUATIOB;

* MyOJIMKAIMsl KOMIIPOMETUPYIOIMIUX COO0MIeHn min poTorpaduii Ha pa3TUuIHBIX
cauTax;

* OOIICHHE C KEPTBOW OT UMEHU JPYTrOro YeJOBeKa C IEIbI0 JOCTaBUTh TYIICBHBIC
CTpaJlaHus;

* KKJIOHUPOBAHME)» YUETHBIX 3aITUCEH JKEPTBBI ISl TOTO, YTOOBI HCTIOPTHUTH €H
pernyTaluio Ha ONpeIETICHHOM PECYPCE;

* B3JIOM U MOJTYYEHUE KOHTPOJIS 32 YUETHBIMU 3aMUCSIMU KEPTBHI.

Cy1iecTBy10T U 60J1€€ CII0KHBIE CIIOCOOBI: HAITPUMED, 3aITUCHIBACTCS
KOMITPOMETHUPYIOIIUN BUJICOPOJIUK O )KEPTBE U BbIKIIabIBacTCsl B UHTepHETE Ha
BceoOIee 0003peHue uiu B CeTu pa3MeNniaroTcs MaTepuaibl, YKpaJeHHbIC U3 €€
JUYHBIX apXUBOB, 3aIHCH, CJICTTAaHHBIC CKPBITOM KaMEPO, BUJIEO C
W3]IeBaTEIbCTBAMH HAJT )KEPTBOU. Psi1 0000 CMBINITIEHBIX HAPYITUTEICH CIIOCOOCH
3apa3uTh KOMIIBIOTEP MOAPOCTKA BUpycoM. B o011iemM, METO/ b, KOTOPHIMU
MOJIB3YIOTCSl XYJIUTaHbl, 00YCIOBIICHBI TOJBKO UX (haHTA3UEH, YMOM H
TEXHUYECKUMHU BO3MOKHOCTSIMHU.

JJIeKTPOHHBbIE pecypchl o Teme «be3onacubiiit UuTepHeT)

1. http://www.saferinternetru - besonacusiii Uuteprer. [Toptan Poccuiickoro
OprrkomMuTeTa Mo MPOBEACHUIO rojia 6e3omacHoro MHTepHeTa.

2. http://www.saferu.net.rii - Ilentp 6e3omacHoro MuTepHera B Poccuu. Caiit
MOCBSIIEH TIpobsiemMe 0e30MmacHON, KOPPEeKTHOM U KoM(opTHOU paboThl B CeTH.
HNuTtepHeT-yrpo3sl U 3¢ (HEKTUBHOE MPOTUBOICHCTBUE UM.

3. http://www.fid.su - ®onx pa3zsutus MaTepuera. MHGOpManms o mpoekTax,

KOHKYpcaxX, KOHPEPEHIIUIX U JIp. 0 KOMIIBIOTEPHOM 0€301acCHOCTH 1
6e3onacHoctu HTEpHETA.

4. http://www.microsoftcom/Rus/athome/security/ kids/etusivu.html - «OcHoBsr
0e30macHOCTH JeTel U MoJio/ie’ku B IHTepHeTe): MHTEpaKTUBHBIN KypcC 10 UHTEP-

HEeT-0e30MacHOCTH, MpeyIaraeMblii poccuiickum opucom Microsoft B pamkax
rnobanpHbIX nHUIHATHB Microsoft «besomacHocts aereii B IHTepHETEY U
«[lapTHepcTBO B 0OpasoBanun». B pazaene mis yuammuxcs (7-16 net)
npeaIaracTcs U3y4YuTh MPoOJIeMbl HH()OPMAITMOHHON O€30ITaCHOCTH MOCPEACTBOM
paccka3oB B KapTUHKAX. B paznene nms poauTeneit U yuuTenen CoaepKuTcs


http://www.saferinternetru/
http://www.saferu.net.rii/
http://www.fid.su/
http://www.microsoftcom/Rus/athome/security/

oOHOBJICHHAs1 UHPOpMAIIUs O TOM, KaK cjaenath MaTepHer 1 aeteit 6osee
0€30MacHbIM, a TAKXKe U3JI0KEHBI POOJIEMbI KOMITBIOTEPHOU O€30MacHOCTH.

5. http://www.symantec.com/ru/ru/norton/clubsymantec/ library/article.jsp?aid=cs_
teach_kids - Club Symantec - eauHbIii MCTOYHHMK CBEACHHH O OE30IIACHOCTH B

I/IHTCpHeTe. Cratbsa JJI ponHTeneﬁ «Pacckaxunre ACTAM O 0€30MacHOCTH B
HNutepuere». UHpopmalus o cpeacTBax poauTeIbCKOTO KOHTPOJIS.

6. http://www.nachalka.com/bezopasnost - caiiT mnpemHasHaueH IS YUYUTEICH,
pOI[HTCJICI?I, I[CTGﬁ, HMCIOIIIUX OTHOILICHUC K HavyaJILHOU HIKOJIE.

7. http://www.obzh.info/novosti/novoe/bezopasnost-de-tei-v-internete.html -
au4dHas 6e30macHOCTh. OCHOBBI O€30MACHOCTH KU3HU. PeKoMeHIauu B3pOCITBIM:

KaK cJienarth mocemenue MaTepHeTa s 1eTel MOTHOCTRIO OS30TacHbBIM.

8. http://www.ifap.ru/library/book099.pdf -  wadbopmarus  mas1  poauTeNei:
aMSATKH, COBETHI, pEKOMEHIANK 0T KoMmanuu Microsoft

9. http://www.interneshka.net/children/index.phtml - «MuaTepHemKka» - AeTCKUM
OHJIAiH-KOHKYPC IO 0e30I1aCHOMY HCITOJIb30BaHUI0 MHTepHeTa. COBETHI JETAM,

TIeIaroraM 1 POJIUTESIM, TTOJIC3HBIC CCHIIKH.
10. http://www.0szone.net/6213/ - KOMIBIOTEPHBIA HHPOPMAIIMOHHBIH TOPTAJL.

Cratest ns poautenein «OoOecrneyeHue O0€30MacHOCTH JeTed Mpu padoTe B
HNurtepnete». Pexomenaammu no nporpamme «PoIuTeabCKuii KOHTPOJIbY.

11. http://www.rgdb.ru/innocuous-internet -  Poccuiickas  TocCynapcTBCHHAS
nerckass O6ubnmoreka. Pecypc nmnsi nereit m pomuteneit. IlpaBuma Ge3omacHoro

HNurtepHera. O630p mporpaMMHBIX TPOAYKTOB Juisi 6e3onacHoro Murepuera. Kak
3AIIMTUTBCA  OT MHTEpHET-yrpo3. CCBUIKM Ha  DIIEKTPOHHBIE  PECYPCHI,
UH(pOpMUPYIOIIHE 00 ONMACHOCTSX U 3allUTE B CETH.
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